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1. MXIEZE

B ZE

PO X 35 22 B B PIZE 4R o 15 AR LAK P FE 4 EE 1 P Ko

SRR R AN i Y ER R AR EB 45K E /9 100 m,
% 5 Eil T 4R _ERIDHCPARSS 88 53 BoIPitbit,

PR FR 28 WA S 158 23 LA K Wi [ LA Kz | P- 2B 3% 3 3% #55  GMPo
JNRTFNHEREERY Wi-Fi BRERES:

TP-Link Archer AX10 (Infinum works)
A

TP Link Archer C7 AC1750 works
H
[

o IR

BHrIUERHE B ENEBIES,

BRHREE BRI Wi-Fi f Zigbee 55, BHEREIE,
IXSZHFENES |P sk

HIRBMSAR S5 28 S shiEiZ BRI R (LT [E] — F RIS VLAN,
® "R

CEME S RIF HTTPS £,
O BE

FEEWIFER, FEIT 25K,

NRBPHAE, IBHWEFUTEN MR OMABZ R
- sme.interact-lighting.cn i [ 80 1 443
©mgq.sme.interact-lighting.cn i [ 443
(AJiE) ¥TFF UDP 5% 123, LUMERE FAMLRASE 1Y (NTP) i
IR


http://sme.interact-lighting.cn
http://mq.sme.interact-lighting.cn
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ARIEIZEIL D, BT TRIES B
1. @B UKW EBL5EE PC,

2. BN 23,

3. iFRIRELMT (4, https://signify.com)

MIXBY = LED fe/mAT7E @ B M IE R B IR E =ito

2. WMAARIBERMMX
BT APP (i0Sz¢Android) M x5 Bo4a 01 B R RY 4K

Interact M
https://www.interact-lighting.com.cn/zh-cn/what-is-possible/interact-pro

T&#

Interact Pro

interact

Interact Pro

# Download on the

« App Store



http://signify.com
https://www.interact-lighting.com.cn/zh-cn/what-is-possible/interact-pro
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3. IR AAPI
HNE R EEENIE B sEE R AHIzE AP,

R RN EIEE, HRFM XA R B ST E A=, AR BohAMNXEE
I+,

O BE
X F 2 B EEE R WLERIR S, AZT I BR P 5% H #7780 B 4S LA S A2
H3T & AP,

4, YAERED

BMSARSS 28 IE B4 U@ IAPI ] P Wik & Yo

O EBE
RETBNRSRHBMNRE AR 8ELIRBMSIES ] Mk,

FRERARIET H PRA [FiRER, HH BB /ih =By CA GEBIMA ) &
L. 8B /b S EE—NME—RY CA, I B /i5 = B PRA B eI,

RI>R AN EII0 B BY, & B shiR 1S 51 B BIME—IEHo
NFRESMXL2BENEMARS, REARBIERRTA/TARMHAEX

CSR X ff, MEMEIRIBERIER. TEAVRFIERINMAFER “OpenSSL” TA
SEMLEIRIE,
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BT, e ABMSHRS5 23 ARSS B2 AR, BEIZCSR.

openssl ecparam -name prime256v1l -genkey -
noout -out Local-BM-Service.key
openssl req -new -key Local-BM-Service.key -

config openssl.cfg -out Local-BM-Service.csr

WA _EERIZRICSRIZME (Local-BM-Service.csr) A RE 4 E LA (ARSS)
A RRIEP,

interact Projects

a Details Certificates

@ Certificates

oi

-

i

I}

=

= .

No certificates
- Upload a certificate signing request (.csr) file. The certificate will be
created for you. Learn how to get a certificate signing request
2]
Create certificate

~

L)

»

® =R
ZIEFABMSHRSSRITRIRACSREn &, RAEMBIEREE T LZRY
CSREIXH &,



5. WMTREEH
RREBIBMSIR S SEDIPREATREA TR

1BERE L TP ZRAPostmanZE Sy
https://learning.postman.com/docs/sending-requests/certificates/

TENRBEHE ST T PostmanfiEHigE R G,

Certificates

CA Certificates
PEM file SiteCA12548.crt

Client Certificates

Host LCN1840-E0MDEF.local
CRT file JC:foms_certs/HTC48-BM-Service/HTC48-BM-Service.crt
KEY file IC-Joms_certs/HTCA48-BM-Service key

BINIEIR LA ZAEE R EN URL:

LCN1840-<MxMACHIIAI R E611EIF> . local

{5140, MAC 001788FFFEOE1DEF 73 LCN1840-0E1DEF.local,


https://learning.postman.com/docs/sending-requests/certificates/

fERAPostman TEMITAHIEHIE <, TR

https://LCN1840-0E1DEF local/apiivi/zigbee/groups/1/methods

none form-data K-www-form-uriencoded @ raw binary GraphQL

"methodName™ :

6. EBEXAPIFUENIFMEE FLXARIIF)

FEANRIIP & Z a0, BIMRE T .yaml XX
X4 . gateway-group-controls.yaml (fc)*

[zigbee/groups/{groupld}/metheds APIsfor Zighee group controls

EiFR API, itz fftgroup ID(4AHRIR). Group ID i FIE #HEH, T B K
EaILUEE TP T, SRR

interact Projects

ﬁ Details Certificates

il Details

Project details
i i

FC-connection

i)

~
~
Type Creation date
¥ Office 2/7/2023
o Time zone Installation date
Europe/Amsterdam +01:00 2/7/2023
ok
- Address Zip City
a HTC48 Eindhoven
State/Province Country
| (] Netherlands (the)

Project data @ 3 Download (json)

*
https://signify.service-now.com/supportkb?id=sig_kb_article_view&sysparm_article=KB00121709&sys_kb_id=6aad92a497407518aec13fffe153af25
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BSHE 115, 7 #5355 B #4E
A

H
=

- IR

FRimATSIR{R REST APl iE3KA0894R ID #1175 ID IEH (MIB
JSON XX {EFRfR )

WMEARSLOUELA ID FMims 1D BIEHE.
A APl B BIMZENEF—R API B,

YNSRTE 1 R AHE D APHER, NIZREFHIRA 429
7. R FARY API
B0, Fefl 1< LLT AP

FAFRERAIT BIRSIRERI MQTT API
FFARIT eizHI89 RESTFUL API

FAFBMSARS52EMQTTRIEACERIRESTFUL API
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TR
R EIRER
I HIZGPIE 28
TEANE E Rk
R B &3S SNS2101A

TGRIE SNS210 1A R BTSN IR AT 22, IS TN, B RER
IS ERBATE— N EENEED, ETITARE,
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# SNS210IA £ &2ZHIITR
SNS210IA {5 %234H257F PowerBalance gen2 TEH,

Joi% ZGP P42 (EREEE
XEERBRERAT RS 4 KD AE,

& FAf% /228 (0CC)
St BB R (% % 2S, A T ah RN & 1 B T4 IR PRI 45 [ R Th 8 4= (H

55 BN ERSmEBEE8E, ERWINE X

| PHILIPS

11
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Z Rigfe&a% (0CC-DL)
EE,Mﬁ%EI’J%E’Z%% T ahRR AN B yERES; E R B TR PR R K E)
SRAHEHIE S, B ERFBEIsF. ERRINKERN,

| PHILIPS

T 4% ZGP I1P65 {2 k38
XEARBEAT RS 8 KNI IR HENN A EEEFZSHKET

BESER.

& AfEEEE (0CC)
At ER YR RS, A TS o/ 12 B T A AR BRI 45, [ KT RY T L IR B AR
REZHITHIE S BRI ER GBI F, ERWMINKEH.

.
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ZIeEfeRa% (OCC-DL)
BB R (L % ES, TS oh RN AN B YCR & E 2 T A SREAMLS; mATRY
T NRRIR HITHIE S B ERGFaiEBE8F . E BT INL E/.

y —

.

9. APIF#EE (REST/MQTT)

OpenAPI #7 &R REST -yaml X 14
gateway-group-controls.yaml (fc)* - OpenAPI X HYERIZ HIAPI
gateway-management.yaml (fc)* - OpenAPI #XHI M X AL E API
AsyncAPI 8 XEIMQTT -yam (3 {4
metrics_report.yaml (fc)* - $#5#r_EIRMQTT API
FEHEEIAsync APIRIEE : https://www.asyncapi.com/

*
https://signify.service-now.com/supportkb?id=sig_kb_article_view&sysparm_article=KB00121709&sys_kb_id=6aad92a497407518aec13fffe153af25

¢ wa
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https://www.asyncapi.com/
https://signify.service-now.com/supportkb?id=sig_kb_article_view&sysparm_article=KB00121709&sys_kb_id=6aad92a497407518aec13fffe153af25

T2 MK AP

10. MA@ MQTT APIiREXREREFNIT R IREIR S
MQTT API FISEIJREX 4 . metrics_report.yaml (fc)*
10.1 Z#gsE

MQTT Ei&:
local/bma/dev/gateway_uuid/bms/0.1/energy/data
iR HI:

"id": "497f6eca-6276-4993-bfeb-53cbbbba6f08", # The UUID of the light

"“timestamp”: "2019-08-24T14:15:227", # The time stamp reflects the UTC time when
gateway collects the report. Time stamp is specified in UTC RFC 3339

"totalEngeryConsumed": 1000 # Aggregated total energy consumption on light level.
Unit in Wh

}

10.2 =ATHYiE]

MQTT E&i:
local/bma/dev/gateway_uuid/bms/0.1/burningHour/data
ET G

"id": "497f6eca-6276-4993-bfeb-53cbbbba6f08", # The UUID of the light

"timestamp": "2019-08-24T14:15:227", # The time stamp reflects the UTC time
when gateway collects the report. Time stamp is specified in UTC RFC 3339

"burningHour": 1000 # Aggregated burning hour on light level. Unit: hour

*
https://signify.service-now.com/supportkb?id=sig_kb_article_view&sysparm_article=KB00121709&sys_kb_id=6aad92a497407518aec13fffe153af25

¢ wa
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https://signify.service-now.com/supportkb?id=sig_kb_article_view&sysparm_article=KB00121709&sys_kb_id=6aad92a497407518aec13fffe153af25
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10.3 HARKE

MQTT E&:
local/bma/dev/gateway_uuid/bms/0.1/ballastsStatus/report
IR

"id": "497f6eca-6276-4993-bfeb-53cbbbba6f08", # The UUID of the light

"timestamp": "2019-08-24T14:15:227", # The time stamp reflects the UTC time when
gateway collects the report. Time stamp is specified in UTC RFC 3339

"ballastsStatus”: 1 # Aggregated ballasts status on light level

< RBE < 10. gNfai@EE MQTT AP EEXREFEIT IRk S

15
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11. SNfETREY TFEEIISONAR UL B $44E

TR JSON B B HIER T 7 I ENEH, HB #iER— M HE. 51
LR ER B IZE A NI — A 5o

MESTWNERE, BEE/L1N (F) A, 23R TZNERAL TR H
KITAMERBEIFAER,

ZETENRFIH, IEHRERITWE, 27888 7 “Large scale office
setup”#1“GW2 Large Scale Setup”,

O EZ
NRECE A EEAER, HIMEFH N Json TBEEIE,

§=
{8

"groups" - | ]

"scenes" [ ],

"gateways":[ @ |,

"lights" - | ],

"sensors" [ [ ],

"id" :"d52T1553-7744-4405-0023-ecbedda’771c",

"metadata”:{ &
“name" :"Large scale office setup”,
"uiResourceld” -null

+ B

"groups" - | ]
"scenes" [ # ],
"gateways":[ @ |,
“lights":[ @ ],
"sensors":[ @ ],
"id" :"15ed1ch7-5a09-4e36-adf9-db7daadB8d781",
"metadata” - { &
“name" : "GW2 Large Scale Setup”,
“ulResourceld" :null

FH @

16
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11.1 4H
£487, zigbee £5¥99HY groupld RRAR ZigBee 4 ID, WA IE A HZH
1 AP FRfEF

{3
"groups":[ B
=
"zigbee":{ &
"networkId":"d52f1553-7744-4495-9923-ecbeddab7/1c",
“groupId” 37974
}
"groups" {3
*parents”:[ [

I
"children":[ &
{H},

"scenes" - [ [

1,
"devices":{[H },
"lastModifiedTime" :"2023-92-83 ©5:29:54:088",
"id" ."67bf6aed-6aBc-47a0-adb6-528c58e18ee8”
"metadata” :{ &

"name" : "7one 6",

"uiResourceId” :null

< RBE < 11, SNAIREX R EBYJSONS UL B 243

17
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11.2 H=
EHRE 5, zigbee 51 HY sceneld R RHRM ZigBee 5 ID, RMTEL
LRI APl R

{B
“groups”:[ @ ],
"scenes" ;[ [
{B
"zigbee":{ &
"sceneld” :5

}.
“group" :{ &
"id" :"d5f982ef-6777-4dab-af45-de3180c1ef12",
"metadata" - { &
"name" : "DDR with SNS 218",
"uiResourceld"” :null

}
}

roperties”: [ @
{B
"id" :"67bec2d1-b768-4ccb-bB77-1d3638548efa",
"idType":"group”,
"level" 188,
"OnOff" :null
"ddrEnabled" :null,
"transitionTime" :null,
"mired" :@
}
I,
"status":{ =
"updateRequired"” :true
¥,
"id" :"44d19afe-eb3e-49dc-ad2d-ccheac318b58",
"metadata" :{ &
"name" :"Cool. 188",
"uiResourceld" -null

< RBE < 11, SNAIREX R EBYJSONS UL B 243
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12. B=FERTEAINRERZE
12.1 AE=FH MQTT KIBEFIIH
1. FEAUTHESH MQTT RIBL K ZEAxT.

openssl ecparam -name prime256v1l -genkey -noout -out Local-BM-Service.key

2. ERERMREANEIE CSR(ERIEFRER) .

openssl req -new -key Local-BM-Service.key -out Local-BM-Service.csr

A CSR B, KRS 2R TR E N MQTT RIERYIHLE,

3. ¥4 CSR EERIMBEH TFHIES:

RETH4MMEERIES
4. B MEPRIETE: SiteCA10560.crt 1 Local-BM-Service.crt
5. AIUERUTaHSEIBEBNAR:

openssl x509 -in SiteCA10560.crt -text
openssl x509 -in SiteCA10560.crt -text

6. CAIE$SiteCA10560.crtiIAZR, tik &M FE A, W FAEE
Issuer: 0 =10560, OU = LocalRESTInterface, CN = CA
Subject: 0 =10560, OU = LocalRESTInterface, CN = CA

19
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7. ZHIBM-Service.crtBIAR, Mg ERB NS CARB EFERE
(GnL):
Issuer: 0 =10560, OU = LocalRESTInterface, CN = CA
Subject: ST = karnataka, L = bangalore, 0 =10560, OU =
LocalService, CN =ubuntu, C=IN
8. UTHHFFHFRBEIER{NEESE,

certificates.zip *
12.2 mosquitto MQTTXIBAYIRE

1. 7 Ubuntu #l88H% % mosquitto MQTT I,

sudo apt-get update
sudo apt-get install mosquitto

sudo apt-get install mosquitto-clients (optional)

2. fERLT < eI ERD !

mosquitto_passwd -c /etc/mosquitto/pwfile <gw_mac_address>

3. 7£ /etc/mosquitto/conf.d XA EIE—1 default.conf X4 , HAC
B MU
a. default.conf (fc)* JBEXE LU EZE,

4. 13} default.conf XHFFITERIERES, FRU TGRS ERNEEN
mosquitto X1,

sudo systemctl restart mosquitto

5. ETmosquitto B EXHFRR.

tail -f /var/log/mosquitto/mosquitto.log

*
https://signify.service-now.com/supportkb?id=sig_kb_article_view&sysparm_article=KB00121709&sys_kb_id=6aad92a497407518aec13fffe153af25

< RBE < 12 BZAEMAIEREINIRET A

20
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6. BIEZ—1EEUTRAR bmsconfig.json X% :

host ipv4 - broker IP address
port - mgtt port example 1884
user credentials - username and password of mgtt broker

credentials - SiteCA10569.crt certificates obtained above in 12.1.6

S : bmsconfig.json (fc)*
7. EMQTT RIEBARFEA L Fpatchfi SEMXMRIEZ BB ILERE:
a. 158# gateway-management.yaml (fc)*
b. {#R LAREEEFH /properties/config/bmsconfig
8. HTEHLHITHING, MXER 15 9 ¥ _EIR—REEFE. =UTBSEIFER
R
9. IREMRIIEAPI FEX LA E:
a. metrics_report.yaml (fc)*
10. EREME =73 MQTT ZF imFITIRE A local/# FIRIE, & 155
PHRIFT— R BEFE. AT BTN SR 2R

13. [PREIBEREI

ETLLMXAPI R Z IE BB RE R4, DM PSSP HIERILAE B X H R
HEBEHM D ECLaMLE (7 BEIRIFULAPIZORE) o

KTEAM K E 0 a8 5 s E R SRR D

*
https://signify.service-now.com/supportkb?id=sig_kb_article_view&sysparm_article=KB00121709&sys_kb_id=6aad92a497407518aec13fffe153af25

¢ wa

21


https://www.collaboration.dtf.lighting.com/display/CFA/V+1.0.6
https://signify.service-now.com/supportkb?id=sig_kb_article_view&sysparm_article=KB00121709&sys_kb_id=6aad92a497407518aec13fffe153af25
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14. FEiER ARG

® ’r
- SEEMIEER, B TEHMBEHIEIJSONH,
« BMSHRSE 28 F P imAR S AE W X B
CERABIIRES X MDNS / IGMP HERE Ao
- TEERASSECE T, AMKIZEE TP (it TR/ E875IP/45
EIPZIMAC)

22
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