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1. MREXE

Important:
The documentation may include legacy terminology for Signify products. See

www. signify. com/global for latest and complete Signify product portfolio and names.
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= BERERIAZ L )R ORI LA B2 100 me
= POCFR @ M 2% F IDHCP AR 5% #5 73 Bic IPHBAE .
- PRSI FE A 2 LUK W st 1 DL K TP—2H 4% 5 S FF TGP
= AFTHHERR) Wi-Fi BREEs:
= TP-Link Archer AX10 (Infinum works)
= TP Link Archer C7 AC1750 works

iy

A
o WU S R A RIS WioFi FZigbee (55, MWRERHEIE

(L UL TT B A R S 0 4 R A .
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@ FEom
AR 75 SOVF HTTPS A%
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= FEARNVIAEE, FRE IT ST
= WA KRS, EFRE LT EHURSE T 44 5
= sme. interact—1lighting. cn il | 80 #1443
= mq. sme. interact—lighting. cn Vil | 443
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http://www.signify.com/global
http://sme.interact-lighting.cn/
http://mq.sme.interact-lighting.cn/
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= Cajik) FTF UDP 301 123, DUEAEF ML Pl (NTP) 3
AT I [R] [A] 22
RIS T, AT DL NI IR
1T LK R H B 12 PC
2. JRBLE

3. VFEAEMITL (Flan, https://signify. com)

IS =A™ LED $875AT £33 HUATEFRIN A2 E Fol. o

2. MR RMMEA
IBIEAPP(i0SEAndroid) B I/ Ft 45 T H H iy 2% .

Interact B
https://www. interact—1ighting. com. cn/zh—cn/what—is—possible/interact—pro

N

Interact Pro

Interact Pro

'% |

# Download on the

[ App Store

< AR 4


http://signify.com/
http://www.interact-lighting.com.cn/zh-cn/what-is-possible/interact-pro
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3. NI ERAAPI
WS % AR AL A A A /] APT .

REMORIINEIRAZS,  FRETH R BB FRRA)S, ARGt BN EIIE
15

O HE
R T 21T CEEFE RN IR, 625U X 50 I BB N ] X 2% PAJS FH A
Hh 4% il APT

4.  WEAERIES

BMS R 55w UE 5 0 258 i TAP ] 7 R sk A il

O E=E
RA T H B 55 2 BERT AN 2238 N D14 BE U7 IR BMSTIEFS 1) Mt
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&, FFANIRE /b S E# A —ANE—K CA, BT H /3 SN B PRA JEime g .
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HoG, JBMSAR ST ae o5 B, FFEIEECSR,

openssl ecparam -name prime256vl -genkey - noout -out Local-BM-Service.key

openssl req -new -key Local-BM-Service.key - config openssl.cfg -out Local-BM-Service.csr

W FAEBIEEICSR Y (Local-BM-Service. cst) ARENRFEIAR (RS
AERSAE TS .

interact Projects

a Details Certificates

l ®  Certificates

#
I
No certificates
e Upload a certificate signing request (.csr) file, The certificate will be
created for you. Learn how to get a certificate signing request
=]
~
L

»

® #r
FEUUAE FIBMS AR 45 FOAR UNCSRAn 4, BRONAE I AT AR
CSRIF) XA 44 «
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5. MEREITH
R[5 (RIBMS I 25 52 FRUAIE 5 %5 1] flg 2 AR A

1HZ 4 LR B2 1 Pos tman % 3] HH

https://learning. postman. com/docs/sending-requests/certificates/

N R AR A S~ T Postman HHE Bk B R

Certificates

CA Certificates
PEM file SiteCA12548.crt

Client Certificates

Host LCN1840-E01DEF.local
CRT file /C:/Joms_certs/HTC48-BM-Service/HTC48-BM-Service.crt
KEY file /C:Joms_certs/HTC48-BM-Service.key

EVHLEIR DU A R L URL:

LCN1840-<[MEMACH b ) 5 5 662 517> . local

5, MAC 001788FFFEOEIDEF & LCN1840-OE1DEF.local.


https://learning.postman.com/docs/sending-requests/certificates/
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i FiPostman THAATHIZHI6TS, WIHPos:

https://LCN1840-0E1DEF.local/api/v1/zigbee/groups/1/methods

Body

form-data x-www-form-uriencoded @ raw binary GraphQL

6. EHARAPIHENFEAEE (FARARIF)

HRNATTP s H, TATRE 7. yaml X
A4 gateway—group—controls. yaml ﬁ

fzigbee/groups/{groupld} /methods APIsfor Zighes group controls

T AP, WA Bteroup ID (ZHFR) . Group ID A7 I H&dE, IiH%L
PERT LB TP R, W N EATR.

interact Projects

B Details Certificates

hi Details

Project details

FC-connection

~
~
Type Creation date
1 4 Office 2/7/2023
o Time zone Installation date
) Europe/Amsterdam +01:00 2/7/2023
on
- Address Zip City
a HTC48 Eindhoven
State/Province Country
| (i} Netherlands (the)

Project data @ 4 Download (json)
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2P i WA 2 PRREST APT 1R IZHID A3 51D 1H (MITH
JSON e f#AT)

e WX ASIGUFHID HIHEID IERGHE.
= i KAPT SR NGRS —IRAPT .
- R 1 PR A APT iR, NIAREEAZRED 429

7. SIS API
HAl, FATZFLLT API:
= TR AAT BORAS A ) MQTT APT

- HFHLIT 634 RESTFUL APT
=  JH-TBMSHR S #3MQTTACFE D & (Y RESTFUL APT

AER
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8. APIBUEXFRIIREIE
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T SC200f&RK2RANATE
SC200 fLEK A% PowerBalance gen2 1T A,

Ttk ZGP IP42 (£ K23
XA REIE ] TR 4 R AZE,

HAfERER (OCC)
HI AL RIS, T TR BN S RITC R I B 2% ; (R Aahas R Ll
T VB R AR dr I 8 4. BRI 2
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ZRiRfERE (OCC-DL)
RIS, T REShIENAT FDCREE R RITC L N 2% ; (7] 4Ksh 3%
SEOEHIE S ; M H A ar g 848, eI 2 o

T4k ZGP IP65 £ Rk28
XEEALIRAFE ] T 8 KRR Tk, MBS HL AT 5 PKAT
HEE G/

S AfERLEE (OCC)

HI AL RIS, T T RSN S BITC LR I B I ; [T (2 gk Bhisi
SRS T ; ) 75 A iEid 84F . eI .
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ZINaefER=s ( OCC-DL)
Rt REIRES, T RE BN DRSS BEERITC L I 2% ; [T 0
LR AR R SR AL (5 5 r A AE A Al I 84 . BRI ZRE T o

9.  API#isEtE0 ( REST/MQTT )

= OpenAPT FrifERY REST —yaml SCff
e gateway-group—controls. yaml — OpenAPT #%ZCH 4142 HIAPT
e gateway-management. yaml — OpenAPT #&ZCHIRCHIE APT
= AsyncAPT #&=XHIMQTT —yaml 344
e metrics report. yaml - f8br FIRMQTT API 8
- HHER|Async APIM%S: https://www. asyncapi. com/


https://www.asyncapi.com/
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10. #N{AEIEMQTT APl iEZENAERERAT BIR SRS
MQTT APT FRYEJECAF: metrics report. yaml
10.1 SBEFE

MQTT F3:

local/bma/dev/gateway uuid/bms/0. 1/energy/data
HURRG -

"id": "497f6eca-6276-4993-bfeb-53cbbbba6f08", # The UUID of the light
"timestamp": "2019-08-24T14:15:22Z", # The time stamp reflects the UTC time when

gateway collects the report. Time stamp is specified in UTC RFC 3339

"totalEngeryConsumed": 1000 # Aggregated total energy consumption on light level.

Unit in Wh
}

10.2 RATESE

MQTT F&% :
local/bma/dev/gateway uuid/bms/0. 1/burningHour/data

BiERA

"id": "497f6eca-6276-4993-bfeb-53cbbbba6f08", # The UUID of the light
"timestamp": "2019-08-24T14:15:22Z", # The time stamp reflects the UTC time
when gateway collects the report. Time stamp is specified in UTC RFC 3339

"burningHour": 1000 # Aggregated burning hour on light level. Unit: hour

< NE
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10.3 HEifiSRRE

MQTT E5& :
local/bma/dev/gateway uuid/bms/0. 1/ballastsStatus/report

HHERA

"id": "497f6eca-6276-4993-bfeb-53cbbbba6f08", # The UUID of the light
"timestamp": "2019-08-24T14:15:22Z", # The time stamp reflects the UTC time when
gateway collects the report. Time stamp is specified in UTC RFC 3339

"ballastsStatus": 1 # Aggregated ballasts status on light level

0 TR

1 B A AR

2 A

3 LA AN TAEANAT e

S & 10, WfaiEat MQTT APT 12 BUAEFERAT ER A
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11.  #NfaisEY F2AYJSONE NI B £z

NI JSON AT HEdEoR 1A 45, TUHBEe M. B
LRHEIZEH A

MFEREANMNZE NES, BEET A (OB, Rz gl - 175= - W
R ATEMERSBVFEAER.

1E N REI, THFRAERANNLGE, 2alasah “Large scale office
setup "1 “GW2 Large Scale Setup”.

O EE
AR R E R AT, AT R E Json TUH #ds

[ 3
{3
"groups":[ @ ],
"scenes" [ [ ],
"gateways" : | 1,
“lights":[ @ ],
"sensors":[[® ],
"id" . "db211553-7744-4405-9923-ecbeddabi/1c",
"metadata” - { 3@
"name" :"Large scale office setup”,
"ulResourceld" :null

"groups" : [
"scenes" :|[ ,
"gateways" [ @ |,
"lights":[ @ ],
"sensors" [ [# ],
"id" :"15ed1ch7-5ad9-4e36-a0T9-db7daadB8d781",
"metadata” : { &
"name" : "GW2? Large Scale Setup”,
"ulResourceld" :null
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111 4
e, zigbee 45t groupld FRZHH) ZigBee ZH 1D, WAZI{EAMZH
b APT HRAEET

=
"groups":[ B
{B
"zigbee": { &
"networkId":"d52f1553-7744-4405-0023-ecbeddab771c",
“groupId” 37974
|3
"groups" - { &
*parents” [ &

1,

"children" [ &
{@},
{@},
{@},
{#®}

]

}

"scenes" [ B

1,
"devices":{ [ },
"lastModifiedTime" :"20823-82-83 85:20:54 088",
"id" :"67bfbaed-6aBc-47a0-adb6-528c58e18eel”,
"metadata" { &

"name"” :"Zone 6",

"uiResourceId" :null

< WE < 1L AT ERECT B JSONAR I H i
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11.2

EIRREY), zigbee £MH ) sceneld FRI75E ZigBee 5 1D, ILMAIEAR

=

HhZHEE ] APT HRfEH

{8

"groups":[ @ ],
"scenes" : [
{3
"zighee" : { &
"sceneld" :5
¥,
"group" :{ &
"id" :"d5T982ef-6777-4dab-af45-de31809¢c1ef12",
"metadata” - { &
"name” :"DDR with SNS 2187,
"uiResourceld"” :null
}
h

roperties":[ &

=

“id" :"67bec2d1-b768-4ccb-bB77-1d3838548efa”

"idType" :"group”,
"level" 108,
"OnOff" :null
"ddrEnabled" :null,
"transitionTime" :null,
"mired" -9
}
1,
"status":{ &
"updateRequired" :true
¥,
"id" :"44d19afe-eb3e-40dc-ad2d-ccleac318b58"
"metadata” :{ &
"name” :"Cool. 188",
"uiResourceld” :null

e < 1L AT ERECT B JSONAR I H i
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12. F=FEMIRERRINIREG A
121 AF=AMQTT KIEERIEH
L AEH AT a4 AMQTT ARHRA: B %S

openssl ecparam -name prime256v1l -genkey -noout -out Local-BM-Service.key

2. A% AR ) T B CS ROZE R AUE TR ) -

openssl req -new -key Local-BM-Service.key -out Local-BM-Service.csr

= AEKCSR I, ARG ERAFRIE T MQTT AUREAIBAL

3. ¥ CSR AL 2| H I T HOE1:
= DLEE T4 WA A RE

4. BHWHMNEPRAHETRE: SiteCA10560. crt Fl Local-BM-Service. crt
AT DS R LR i A2 3R R UE T I A 2

openssl x509 -in SiteCA10560.crt -text
openssl x509 -in SiteCA10560.crt -text

6. CAUEF3SiteCA10560. crtfIPNER, MUKE TR, WAuHEA:
= Jssuer: 0=10560, OU =LocalRESTInterface, CN = CA
= Subject: 0=10560, OU = LocalRESTInterface, CN = CA

< A

19
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7. ARHBM-Service. crtfINZs, MUK NAATECAH 1) 3= @UAH [H]
QIS
= Jssuer: 0=10560, OU =LocalRESTInterface, CN = CA
= Subject: ST = karnataka, L = bangalore, 0=10560, OU =
LocalService, CN=ubuntu, C=1IN
8. LUFMAFH AR S .
= JEf. zip

12.2 mosquitto MQTTRRIBRVIRE
1. 7F Ubuntu ML#89 %3 mosquitto MQTT AUCHE,
sudo apt-get update

sudo apt-get install mosquitto

sudo apt-get install mosquitto-clients (optional)

2. EFH LR dy & BRSSP

mosquitto_passwd -c /etc/mosquitto/pwfile <gw_mac_address>

3. f£/etc/mosquitto/conf.d XHFerdfEdE—4> default. conf X4, FHC
BRI
a. default. conf JF 3 PAESZ

4. 1£ %} default.conf SCHBHATALAAE LT, A LA N a2 EHTE SN
mosquitto fCHE,

sudo systemctl restart mosquitto

5. @ mmosquittoH EXXHHNE.

tail -f /var/log/mosquitto/mosquitto.log

< HE & 12, BTV REI BRI E T A

20



Classified

T M RAPT

10.

B —MEE LN A AR bmsconfig. json 3CAF:

host ipv4 - broker IP address
port - mgtt port example 1884
user credentials - username and password of mgtt broker

credentials - SiteCAl0569.crt certificates obtained above in 12.1.6

S bmsconfig. json
2 MQTT ARFE s FH DL T patchiy & 75 W S A 2 8] 43 37 7 2
a. Refer — V 1.0.6
b. ¥ FikEERET ) /properties/config/bmsconfig
ANT I HATHIN G, MBS 15 08P bdk—IRBEFE. XTI TRIANEKE)
IRE
AL APT MO SO
a. |AP FA - bms reporting
i AR 28 = 7 MQTT %% ( e. g. https://snapcraft. io/mgtt—
explorer ) FHTPFEAN local/# (ACHE, & 15 28 RIHET—IXAE
FE. ST R A AR .

13, WELRAREELIET
0 VR B R AR Y ST P 253, D A e R T I i
2 9 .
A
o EEULKHAERERL L IR ABNS KL BE (I I EL IR 9.
o X B 2 BE B F %

«  ADRINAEAEIRA 2 s EERE I R 48 T~ JEiE LAE .
o UH SRR R W 4% B TVRIEAT
» ERH mImIEEN T, A0/ giE/ R B

= T AHIBER T RS:

o WIRTEZ KW EH: MERIELE, WCHREIER T1E.
= (EnunCBENTPIR S 88 J5 FEA S RINTP IR 55 14T 56 iE
= SmartTLED Zf—ARAT BA R4 5 RS
- BUHREEMREEABMSHIOBE CSERE ) JHE . BRI 8 KL —IREEIR .
- WURBEA/ XIS A N BAL BES AN ZGPAL B 1T e, W 4 2K ZGPAL R8I o5 IR .
- THMNIIER, OFEIHEE, AEHEE L TERT TR

= WERAP IR AT B, WTER T #E IR N MO E AL R, (B 2 Ay ) i o o A


https://www.collaboration.dtf.lighting.com/display/CFA/V+1.0.6
https://www.collaboration.dtf.lighting.com/display/CFA/IAP+FA+-+bms+reporting
https://snapcraft.io/mqtt-explorer
https://snapcraft.io/mqtt-explorer
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14. FRHEIRESEM

FETCLL M RAPT R AT Z HIFE A IHA R GE, L ZRAIA 48 IR B WY DT
HEGH e Mzs (4 BESRTSBEAPTIIRED .

KT ELNTR 5 [E 10 UG 255 5 R0 1 4R R A DR KRR ] 2

15. EIHARRAEIS

® R
= JeSERI H U, RS H B dE JSON LA
= BMSHRZ#% 25 1 i Hie 55 AN 21 4 SE
- KA 2 A A TS S FEEMDNS / IGMP 23 H
= {ERRHHARECE A, NMOCHE e IPHbE (bl TR /s 1P/ 48
SETPFIMAC)

22
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included herein and shall not be liable for any action in reliance thereon. The information presented in this
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